SECURING DATA IN AN
UNSECURE WORLD
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The number of breaches detected
continues to grow—dramatically.
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The scale of attacks is massive.
In 2014, the total number of breaches detected
climbed to 42.8 million, which amounts to more than
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Individuals and organizations today are generating more sensitive data than ever before. And with big data
and the virtualization of many applications to scale across a distributed architecture, the sensitive data that
organizations manage
is proving to be highly vulnerable to security breaches. Consider these statistics:
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BEWARE OF THE INSIDER
One reason for increasing security threats is the
misconception that most threats come from the outside.

The potential for insider attacks is
widespread considering the number
of privileged users, contractors, and
partners with access to sensitive
internal data.8

In fact, your biggest threat may be the individual you least expect. These
are employees, suppliers, and partners who have access to information,
but leverage it for nefarious activity by either using it themselves or
selling it to the highest bidder.

55%

In the last year alone, 44% of US organizations experienced an
insider attack or failed a compliance audit.5 Meanwhile, 28% of
organizations detected insider attacks, and almost one-third say the
crimes perpetrated by insiders were more costly than those inflicted by
outsiders.6 Further, among all the categories within the “insider misuse”
category, 88% of breaches occurred through privileged abuse, and
72% were financially motivated.7
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THE EVER-EVOLVING SECURITY THREAT
Just as security threats are rising, so is the
amount of sensitive data that your organization
is managing and storing. Moreover, as your
organization increasingly relies on big data
analytics, mobile applications, and cloud
services, the number and location of different
data points that you need to secure also
keeps growing.
Any challenges that you’ve been having with
compliance multiply under these conditions.
Ultimately, ensuring consistent policies and
adherence to regulatory mandates becomes
a more difficult and resource-intensive
process. And if your business processes or
stores data for others, you’ll face additional
demands, including the need to provide
data protection assurances or meet security
service-level agreements (SLAs).

Vormetric.com

Lack of control is a key concern
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DATA SECURITY CONCERNS FOR CLOUD SERVICES

LACK OF CONTROL OVER
THE LOCATION OF DATA

82%
56%

U.S.

INCREASED VULNERABILITIES
FROM SHARED INFRASTRUCTURE

79%
52%

U.S.

PRIVILEGED USER ABUSE
AT THE CLOUD PROVIDER

78%
56%

U.S.
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Source: Vormetric Insider Threat Report: http://www.vormetric.com/insiderthreat/2015.
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YOUR RESPONSE AND
THE IMPLICATIONS
Your IT security teams may have invested heavily in perimeter security solutions
to address evolving security, compliance, and contractual obligations. Yet, as earlier
statistics show, these efforts are proving insufficient at safeguarding sensitive data
from internal and external threats.
Meanwhile, other concerns
further complicate matters:
•A
 s IT manages more security-related
tools and technologies, complexity,
costs, and administrative overhead
can quickly escalate.
• Individual business groups may be
selecting their own method to secure
data. The result? Many different
solutions of varying security postures,
inconsistent operating models, and
high capital expenditures for your
company overall.

Vormetric.com

GROUND ZERO – DATA AT REST
Data at rest is the primary target of
data theft – no wonder since that’s
where the most sensitive data is stored.
It includes the volumes of unstructured
files (often documents that contain
analytics, customer data, and intellectual
property) and structured databases that
house social security numbers, credit
cards, and other valuable information.
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THE SECURITY INFLECTION POINT
AND NEED FOR CHANGE
In a nutshell, you’re dealing with more sensitive data in more
locations, used by a more heterogeneous user community
on more devices. These combined conditions make it difficult
for your organization to:

In fact, you can’t move forward effectively to achieve these
goals when your security infrastructure and management
practices continually expose data at rest due to:

• Migrate to and operate securely in the cloud

•T
 he spread of sensitive data across discrete systems, including
legacy platforms, virtualized, cloud, and big data environments

•M
 ove and store big data in a variety of platforms
and environments

•A
 lack of granular safeguards to prevent uncontrolled,
inconsistent access to business systems

• Ensure security and compliance of users and data across
all applications, locations, and platforms

• Compromised user credentials that enable external attackers
to gain unrestricted access
• The ability for privileged users, including database, server,
and cloud administrators, to access the specific systems
they manage, as well as all the data held on these systems
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• Physical
• Virtual
• Outsourced
Enterprise Data Centers

Remote Servers
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Private, Public, Hybrid Clouds,
Saas, PaaS, IaaS

• Sources
• Noders
• Analytics
Big Data

• Disparate security policies and controls, which create
administrative overhead and inconsistency in
policy enforcement
Without a standard way to manage and secure data at every
data source, you could put users, stakeholders, and, ultimately,
your business at risk due to security holes and non-compliance.
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A BETTER APPROACH:
FOLLOW THE DATA
To address these challenges and
threats to sensitive data, you need an
approach that enables you to establish
comprehensive security defenses across
a distributed organization.
Traditional measures focused on securing
your network perimeter to keep “the bad
guys” out. But with more users on more
devices, in more locations, leveraging big
data and cloud applications, that tactic
is insufficient because the perimeter no
longer exists.
Instead, the new approach involves
a shift from defending an attack
vector (the perimeter) to defending
the target, namely, your data.

This approach calls for the centralized
deployment and administration of
tokenization and encryption. It also
requires giving your team the ability to
establish security controls that guard
against abuse by administrators and
other privileged users.
Specifically, your organization needs to
leverage a model that offers:
• MINIMAL DISRUPTION of (both
on-premise and off-premise) business
and operational processes
•O
 PERATIONAL CONSISTENCY to
ensure a non-siloed approach to security
and compliance
•B
 READTH OF COVERAGE to decrease
security-related capital expenditures
•A
 BILITY TO SCALE and flexibility to meet
current and future deployment use cases

Vormetric.com
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AT ISSUE

RISKY CLOUD MIGRATION
You have numerous options to consider when you
undertake a cloud migration, including SaaS solutions
like Box and Amazon S3, IaaS platforms from vendors
like AWS and Rackspace, and many others.

Privacy mandates and other risk factors
When moving to the cloud, you must still address regulatory
mandates such as PCI and HIPAA, as well as contractual
SLAs, regional data jurisdiction requirements, and more.

These different cloud environments can pose serious
risks if you don’t have proper controls in place. First,
cloud administrators—individuals you haven’t met or
vetted—can access the infrastructure and your data.
Second, if a cloud service provider is subpoenaed,
they may be required to furnish your data to authorities.
Any unsecured sensitive data is ripe for exposure in
this scenario.

Without addressing risks, you and your security team
may be forced to stop or minimize the adoption of cloud
offerings—or move forward and deal with outcomes ranging
from security compromises to failed compliance audits.

Vormetric.com
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mandates and security policies

Web Server you can:Security Intelligence
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cloud service provider environments
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• Support hosted and cloud environments offered from
CenturyLink, Rackspace, IBM, FireHost, and many
other providers
Security Intelligence
• Protect
data as it moves into SaaS environments,
such as Box and Amazon S3

Sensors

Audio

With Vormetric, we’ve added new capabilities to extend data security practices
to our customer implementations across our managed cloud platform.
John Engates, CTO, Rackspace

Global Human
Capital Consultancy
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With Vormetric, you can confidently meet
data security and compliance requirements
as you move into the cloud.

• Store your encryption keys in an enterprise-class,
on-premise key manager

Encryption Key
Management

Vormetric

Global Compliance

Large Enterprise
Computer Services
Company

Medium Enterprise
Computer Software
Company

S&P 500 Financial
Services Company

”
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AT ISSUE

DIFFICULTY SECURING BIG DATA DEPLOYMENTS
Big data initiatives may also present you
with complex requirements:
• D
 ifferent business units with different ideas about
how to adopt big data, including requests to deploy
different platforms, such as NoSQL, Hadoop, SAP
HANA, and Teradata
•T
 he need to leverage data from existing databases and
files, which may contain sensitive and regulated data
•N
 ew schema-less platforms, which make it hard to
distinguish sensitive from non-sensitive data and then
implement security to ensure policies are enforced

Vormetric.com

It doesn’t help that many of the new big data solutions
don’t supply built-in security capabilities. Compounding matters is the fact that big data is increasingly being
run in outsourced or cloud environments. Consequently,
sensitive source data and analytics could be exposed to
attacks and to administrators you haven’t met or vetted.
On top of this, you want to keep all your data secure
without compromising analytics or impacting performance
levels, so you can maximize the strategic value of big data.
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With Vormetric, you can empower your organization to fully leverage big data analytics,
without jeopardizing its ability to comply with security policies and regulatory mandates.
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Vormetric

The Vormetric Data Security Platform enables you to protect data at the block,
file system, cell, or operating system level—regardless of the data source and
type, and the big data environment.
This solution offers extensive capabilities for securing sensitive data in big data
environments. And its transparent encryption capabilities allow you to avoid
any application rewrites and minimize implementation efforts.

In addition, it provides tokenization capabilities that allow you to mask specific
Approved Processes

ation

al

Key

records, so you can institute granular controls in your big data environment.
As a result, you can help ensure that confidential data is not shared with people
who do not require it.

Security Intelligence

empower your organization to fully leverage big data analytics

Sensors
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REAL-WORLD SUCCESS:

PROMOTING FULL COMPLIANCE
WITHIN BIG DATA OPERATIONS
Pharmaceutical firms live and die
by how quickly they can bring the
next new wonder drug to market.
Key to accomplishing this is gathering
and interpreting the mountains of
clinical trial data that flow in from all
research locations.
A major pharmaceutical firm knew that
optimizing its data assets for similar
purposes was critical to its success.
But before it could kick-start its big
data initiative and enable analysis of
wide-ranging data, the firm had to
address the security concerns of its
risk and compliance team, which
required encryption of regulated data
for project approval.

Vormetric.com

Working with Vormetric, the company
implemented a solution to centrally
manage encryption and key management within a single infrastructure
in a way that was transparent to its
big data operations.
Now its security team can easily
handle data encryption and access
control requirements in full compliance
with industry mandates. They can also
concentrate on their core business to
speed drug development and delivery.
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AT ISSUE

BREAKING THE BANK WITH POINT SOLUTIONS
Security teams are tasked with implementing effective security in complex environments.
They are faced with:
•S
 afeguarding multiple platforms,
data types, and storage locations
leveraging different security methods
and policies
• Departments or business units that
may unilaterally move servers into the
cloud or acquiring their own cloud and
related security solutions

9

• Adoption of big data and implementing
new cloud-based storage options,
such as Amazon S3 and Box, and
deploying additional security measures
in the process
This myriad of data security solutions
taxes staff resources, while substantially
driving up costs for maintenance and
management

“

We will undoubtedly continue to
see more moves towards increased
transparency following security
breaches and data loss, tougher
penalties and sanctions for those
9
that fail to keep data secure.

”

Fieldfisher White Paper: The legal obligations for encryption of personal data in the Unites States, Europe, Asia, and Australia, 2014.
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unified platform to address a broad range of threats,
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• Managing keys locally, so they can retain visibility and
control
over sensitive data—even
if data is migrated
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into external cloud or big data environments
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Security with less cost and effort

By eliminating disparate point tools and
Automation
Approved Processes
Processes
consolidating
on Approved
Vormetric,
organizations
have reduced costs by 50 to 70 percent.*

• Employing robust, granular controls to guard against
abuse by privileged users and by external attacks
that attempt to exploit compromised administrators’
credentials
•L
 everaging detailed logs that proactively support
compliance audits, and can be integrated with SIEM
tools to improve forensics and intelligence
• Addressing data-at-rest security requirements,
including those associated with cloud and big data
environments
In the end, this approach enables administrators to
focus on supporting the business while securely
providing authorized users with the data they need
to do their jobs.

Web Server
Security Intelligence
Automation

Privileged users

Encryption

ion

* Based on Vormetric TCO analysis from published pricing and average opex costs.
Security Intelligence

Security Intelligence
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THE VORMETRIC DIFFERENCE
The Vormetric Data Security Manager makes it
efficient to manage data-at-rest security across
your entire organization. It comprises a broad set
of products that share a centrally managed and
extensible infrastructure for simple one-stop
data-at-rest security.

LEARN MORE. VISIT vormetric.com
@vormetric @vormetricpartnr

Vormetric.com
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